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	Title:
	Network Administrator
	Effective Date:
	10/11

	Exempt:
	|X|
	Non Exempt:
	|_|
	
	
	Pay Grade:
	23E

	Position Reports To: 
	Approved:

	Information Technology Director
	 
	Signatures on file.
	
	

	
	
	Supervisor/Manager
	Date


	

	
	
	Human Resources Director
	Date


	

	
	
	CEO/Management Team Member
	Date
	


 
JOB SUMMARY
	The Network Administrator’s primary job function is to provide planning, administration and support for the corporate infrastructure hardware and associated software including architectural planning, problem analysis and resolution, general technical assistance and maintenance. Provides technical architecture support and systems maintenance exercising independent professional judgment as necessary.



PRIMARY JOB DUTIES
1. Designs, configures, administers, maintains and monitors the performance of Wide Area and Local Area Network systems (voice and data) to ensure stability, reliability and availability.
2. Designs, configures, administers and oversees maintenance of:
A.  Domain services including DHCP, DNS, Certificate Services, Network Policy Server. 
B.  Cisco enterprise systems including Unified Communications, Routers, Switches,          Firewalls, Wireless, Netmanger.
C.  Citrix NetScaler, Cisco VPN and associated remote access management.
D.  Web, Email and Mobile device management and security
3. In conjunction with the corporate security officer and database administrator, designs, configures, administers and maintains corporate data security assets.
4. Provides support to users with server or network related problems, diagnosing the problem, resolving the problem, and providing technical assistance and maintenance support to end users.
5. Designs, configures and oversees performance of operating and maintenance procedures, as directed by management, including but not limited to system backups, system updates, routine preventive maintenance and changes of software and hardware.
6. Provides 24/7 trouble alert monitoring (via mobile device) for network infrastructure.  
7. Participates in the long range IT planning, capacity planning and equipment budget development.
8. Participates with the IT Director to plan & schedule regular system maintenance and Operating System upgrades.
9. In conjunction with the IT Director, conducts research and development activities to examine new technologies and capabilities as necessary.
10. Acts as a mentor to junior staff, helping to grow their skills and capabilities.  Takes an active role in the technical development of staff.
11. Exemplifies excellent customer relations with employees, vendors and contractors; shows courtesy, friendliness, helpfulness, and respect.
12. Assists in the development and provides for on-going training, education, and support for system users both formally and informally.
13. Carries out all the above duties for all site locations of CVCH.  May be required to travel to each site location on a scheduled basis to perform position duties.

GENERAL DUTIES AND RESPONSIBILITIES

1. Performs other duties and tasks as assigned by supervisor.
2. Expected to be prepared to start shift at scheduled time, meet attendance standards, and work the hours necessary to perform the essential functions of the job.
3. Conforms to safety policies, general housekeeping practices.
4. Demonstrates sound work ethics, flexible, and shows dedication to the position and the community.
5. Demonstrates a positive attitude, is respectful, and possesses cultural awareness and sensitivity toward clients and co-workers.
6. Keeps customer service and the mission of the organization in mind when interacting with all clients, co-workers, and others.
7. Employees are expected to embrace, support and promote the core values of respect, integrity, trust, compassion and quality which align with the CVCH mission statement through their actions and interactions with all patients, staff, and others.
8. Conforms to CVCH policies and Joint Commission and HIPAA regulations.

JOB SPECIFICATIONS

1.   Education: Bachelor’s degree in Computer Science or related field.  Work experience may be substituted for education.

2.	Certification/Licensure:  Current Washington State Driver’s License and proof of automobile liability insurance coverage.  Preferred: Cisco Certified Network Associate (CCNA), Cisco Certified Network Professional (CCNP).

3.	Experience:  Five or more years of Server Administrative support with increasing responsibility in a mid-sized to large multi-location computing environment experience including Cisco Unified Communications, Wireless, Routing, Switching and Firewall Security.

4.	Essential Technical/Motor Skills:  Ability to communicate technical information clearly both orally and in writing with people at varying technical levels. Knowledge of computer applications and equipment related to work. Self directing with strong organizational skills, working effectively in a multi-task environment, prioritizing tasks properly, and completing tasks/projects in a timely manner.  Demonstrated proficiency in written and verbal communication skills.   Work requires the ability to read technical manuals and information, installation instructions, troubleshooting documents and professional publications.

5.	Interpersonal Skills:  Excellent customer service skills.  Ability to build and work in a collaborative team work environment.  Strong interpersonal/ communication skills with the ability to develop and maintain effective working relations with peers, patients, other agencies, contracted providers, and the public.  Ability to work well independently, learn quickly and adjust work assignments in response to system changes.  Ability to work in a fast paced environment and remain flexible under stressful situations.  

6.	Essential Physical Requirements: Requires exerting up to 25 pounds of force occasionally in order to move objects, utilizing safe practices.  Frequent stooping, reaching, grasping, and repetitive motions.  Requires frequent: standing, sitting, walking, and fine hand dexterity. Requires occasional:  lifting, carrying, reaching, handling, bending, twisting, crouching, stooping, reaching, grasping, moving, crawling, kneeling, and crouching for maintenance of PC’s and other devices.  Must have continuous ability to read forms, computer screens, correspondence and other documents.

7.	Essential Mental Abilities:  Ability to analyze problems and develop solutions, ability to read and interpret technical materials, and the ability to be organized and attentive to detail.  

8.	Essential Sensory Requirements: Must have continuous ability to see, hear, feel, and verbally communicate.   Ability to  read computer keyboard, monitor, and  documents; prepare and analyze documents; read extensively; receive and convey detailed information orally, by telephone and in person; convey accurate and detailed  instructions by speaking to others  in person and by telephone.

9. Exposure to Hazards:  May be exposed to electrical shock. Worker is subject to inside environmental conditions on a frequent basis with moderate noise. May be exposed to outside working conditions when traveling to other work sites.

10.  Blood/Fluid Exposure Risk:  (Check the right category)

	[bookmark: Check8]|_|  Category I:    Tasks routinely involve a potential for mucous membrane or  
                             skin contact exposure to blood, fluids or tissue.  Use of 
                             personal protective equipment (PPE), when appropriate, is
                             required.

[bookmark: Check9]|X|  Category II:   Usual tasks do not involve exposure to blood, body fluid, or 
                              tissues but job may require performing unplanned Category I 
                              tasks.  
              
[bookmark: Check10]|_|  Category III:  Tasks involve no greater exposure to blood, body fluids, or 
                              tissues than would be encountered by a visitor.  Category I 
                              task are not a condition of employment.


       
11. Age Specific Competency:  Position does not involve patient care.  Position will demonstrate general knowledge and skill to effectively communicate and provide safety measures to all life cycles.

12. Other:  May be required to be on call to solve technological and operational problems.

This description is intended to describe the essential job functions and the essential requirements for the performance of this job.  It is not an exhaustive list of all duties, responsibilities and requirements of a person so classified.  Other functions may be assigned and management retains the right to add or change the duties at any time.
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“It is the mission of Columbia Valley Community Health to provide access to improved health and wellness with compassion and respect for all.”
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